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How to Prepare for an

° EMERGENCY

with Your

Google phone

O

If you need to provide emergency services with personal medical information (such as medication, allergies or blood
type) during an emergency, you can present it on your Google phone’s lock screen. It is crucial to provide emergency
services with your specific medical information so that they can provide effective care while responding to your call.

How to Add (+)
Emergency Contacts

Go to ‘Settings'

>3

) =
Tap ‘About Phone’ ‘J

—

S Tap ‘Emergency Information’ 9

Enter the information you
want to display

For medical information, tap
‘Edit Information’ or ‘Info’

15: 3

Power off

O

Restart

Q How to Turn Emergency ¢

Location Services on

1 .
Q Go to ‘Settings’
2 L) - r

Tap ‘Location

@? Tap ‘Advanced’ 0

I

Tap ‘(Google) Emergency
Location Service'’

Turn on Emergency
Location Service

J.J

For emergency contacts, tap
‘Add Contact’ or ‘Contacts’ 0

Q Location Services 9

rIf you dial an emergency w
number, your Emergency
Location Service will
automatically share your
location. This will allow the
emergency services to locate
you easily and provide help as
soon as possible. The
Emergency Location Service
may also provide additional
information to the emergency
services such as the language
in which your Google phone is
kconfigured.
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How to Set up

O 'EMERGENCY
MODE

on Your Samsung

Emergency mode conserves your Samsung phone’s power to extend the battery life for as long as possible. Although other
areas of your device may be disabled or run slower (to help save energy in emergency mode), you will still be able to
contact an emergency service number, call your emergency contacts and share your location via text messages.

How to Turn on
Emergancy Mode

Press and hold the power button‘I -

Tap ‘Emergency Mode'

If you are using emergency
mode for the first time, you will
need to agree to the terms and
conditions

!

Tap ‘Turnon’ v . I ‘

Your Samsung will now display
the emergency mode home

screen _a

Alerting Your A
Emergency Contacts
-

-
Your Samsung’s SOS feature

quickly notifies your specified
contacts if you have an
emergency. When this feature
is enabled, you can press the
lock button three times to
automatically send an SOS
message (including a link to
your location) to your
emergency contacts. You also
have the option to send a
photo and/or voice message
to your emergency contacts,
providing them with more
information.
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Power off

_;I)

Restart

Emergency mode
on
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How to turn on
SOS messages

Q

Go to ‘Settings’

Tap ‘Advanced Features’ ﬂ)

Tap ‘Send SOS Messages'

Q
3

Agree to the terms and 4 ‘
conditions . J

Tap ‘Add’ to add a contact to
your emergency contacts

Tap ‘Done’ to save
your changes

66D www.nationalonlinesafety.com

@natonlinesafet

4 /NationalOnlineSafet

(0) @nationalonlinesafet




s, __ How to Make an

© EMERGENCY
SOS CALL

on an iPhone

The iPhone’s emergency SOS feature lets you call for help quickly and easily, should you need to. When you activate
the SOS, your iPhone immediately calls the local emergency number. Hopefully, your children will never have to use
the emergency SOS call. However, it's crucial that they know how to do it in case they ever need to. Teach your
children how to use the SOS call and how to make you their emergency contact with our easy-to-follow steps.

[
[
=y

(/

Making an Emergency Call ) y

iPhone 8 or later
.._ ‘> @ slide to power off

Press and hold the side button
and one of the volume buttons
|
4 Swipe the Emergency SOS _ _’q;‘_-ﬁ—ﬂ\
slider to open oS Emergoncy 508
L .

i Alternatively, continue holding 1,
down the buttons. An alert will
sound and a countdown will
begin. Keep the buttons
pressed until the end of the

kcountdown =

+

| o Medical ID
_ +
i SOS EmergencySOS

/ - - T
Your iPhone will call the local ‘ i ot
emergency services 09

. . - -

‘\

You can also send an
Emergency SOS by quickly
pressing the side or top button
five times. You‘ll hear the alert
sound, and when the
countdown ends you'll be
connected to the emergency
\sewices A7)

y

Making an Emergency Call
iPhone 7 or earlier

Press the side or top button
B

five times quickly

Swipe the Emergency SOS 1

slider = ey 505
sOS TR

Your iPhone will call the local
emergency services
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How to Add

o Emergency Contacts

)

{
GEOpe.n the Health app

)

@Tﬂp ‘Medical D’ @ wowe ]

S Tap ‘Edit’ and scroll to
‘Emergency Contacts’

2 Tap your profile picture

| J
Tap acontactand select [
their relationship to you 3
6 =5
Tap ‘Done’ to save ¥
your changes —_

9 Location Services 9

rAfter you make an emergency
call, your iPhone will send your
current location to your
nominated emergency
contacts via text message (you
can cancel this option if you
wish). This temporarily
activates your location services
if they were disabled. Your
emergency contacts will
receive an update if your

klocation changes. J
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For further guides, hints and tips, please visit nationalcollege.com.

“Fake news" refers to falsified or misleading material presented as a legitimate account of

WHAT ARE
THE RISKS?

“CLICKBAIT” PHISHING
SCAMS

A message arrives saying "Have you seen this
video of yourselt?” or you might be sent an
attention-grabbing headline about a celebrity
thot's been shared on social media. This kind of
“bait” is produced by scammers to drive us to
click on an unsafe link, where malware could be
downloaded to our devices. These scams rely on
our curiosity and our “need-to-know" instinct.

B A UbA

SALES, DEALS &
DISCOUNTS

Some scams appear as adverts, offering o
chance to buy som ething - such as designer
products, exp or toa
popular show —ata reduced price. Such ploys
often include a time limit or countdown, urging
us to hurry so we don‘t miss out on the deal. This
pressure encourages us to input personal
details or payment information before pausing
to check if it's legitimate.

S\ U,
YOU'RE A WINNER!

This kind of scam involves fake giveaways,
opportunities or freebies. It could be a message
saying we've won a prize draw or competition.
Or it could be a gift, free trial, bonus credit, and
suchlike. it might claim that a package or refund
is waiting. All these techniques are used to
prompt us to share our personal information,
thinking that there’s something to be gained by
doing so.

WAPPENS R Y
J9

events. It's often used by malicious actors online to push an agenda, or even by criminals
as a way of making scams more persuasive. Scammers can trick us into handing over
personal information, security details and even our hard-earned cash.

FALSE FRIENDSHIPS

1ers often p to be someone
they're not to gain their victims' trust. They
might attempt to convince any children they
connect with that they’'re a child of similar age
with shared interests. Warning signs include a
high volume of messages (often with an intense
tone), secrecy, inupptnpﬂuu Ievel: ofintimacy,
guilt tripping, e r ip jon, threats
or blackmail.

PEERrT R s W =
PANIC MODE @

To trigger a sense of panic, scammers may
claim that a child's has been , or
a virus has been installed on their device, orany
number of other scary scenarios. They may
claim to be able to fix the problem or offera
solution - if the child hands over control of the
device or sensitive information. Similar scams
involve impersonating a friend or relative,

| claiming that they’re in trouble and need help.

T —__

FAKE CELEBRITV
ENDORSEMENTS

Impersonating influential people onlineisa
commeon tactic for scammers, who can use
technology to create foke photos, audio and
even videos that look authentic. These can be
used to i us, for ple, to buy
products, sign up for so-called “business
oppertunities” or invest in cryptocurrency
schemes - all of which are fake or otherwise
malicious. Many scams also involve the
impersonation of popular companies’ social
media accounts, as well as those of individuals.

&

Ad\nce for Parents & Educators

STAY INFORMED

Stay up to date with the latest information and best practice on

cyber-security. See what scam stories are reported in the news and make

note of what tactics were used. Keep up with young people’s digital lives: talk
about what they’re doing online and use properly endorsed resources to learn what
risks certain sites and apps pose to their younger users.

.S .
ENCOURAGE HEALTHY SCEPTICISM &

Most scams rely on emotional or psychological manipulation, tapping into our
human instincts — whether that's to keep ourselves safe, help others, find answers,
make friends, avoid losing out or to secure something we really want. Encourage
children to recognise that pressure to act and to always consult with an adult -
especially if what's on offer sounds toc good to be true.

‘ h /

Meet OQur Expert

Dr Holly Powell-Jones is the founder of Online Media Law UK and a leading expert
in digital safety, media law and young people. Her PhD i tigates children's
understandings of risk online. She works with schools, businesses, and
universities to provide award-winning education on the criminal, legal and
ethical considerations for the digital age. Visit OnlineMedialaw.co.uk for more.

o anie i
TALK TOGETHER

Chat often and openly with young people about fake news, online scams and how
they both work. Encourage them to talk to you about anything they're unsure of or
worried about online. If a child claims to have been scammed, don’t pass judgement.
Blaming the victim may deter young people from asking you for help. Remember:
adults are scammed just as often, if not more.

e A /
BE PROACTIVE

Children increasingly use digital devices for education, socialising, shopping and
play. Don't wait for a problem to arise before you discuss the risk of scams, false
infermation and fake news. Highlight what to look out for and clearly communicate
under what circumstances the child ought to speak to an adult. Finally, ensure that
they‘re aware of the support services that are available to them (such as Childline).

The
National
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XPRESS TENGELVES
~3 SAFELY ONLINE -

l ‘ The past year has left many children feeling uncertain and Worried. So Children’s Mental Health Week 2021 has
.::_",____ adopted the theme of ‘express yourself'. It's not necessarily about being the best — but instead encouraging young
"‘ people torelish the joy of being ‘in the moment’ and loving what they do. So whether they're into music, art,

L photography, film, drama or dance, here are oun‘l;pp_tips for helping your child to express themselves safely online.

2 Promote Their Passwns

them of their uniqueness has a huge impact on ’ 7 3 It‘sdﬂl‘emﬂtfordiofl.ngbutmrychild hos
their confidence and self-esteem. This week, ’ /' something which ignites their passions and
remind them of what you love about them. You . 3 } ,hﬁm"hmlﬂfw they love music and
could revisit some photos and videos on your . s ' . youcouldintroduce them to o music-making
phone or computer of special imes you've ) e ET mﬂrlfw !ﬂ]qytuidng photosorﬂ\pking_ |
shared. Chat about the importance of finding #4 use this week to seta|

time to dowhat they love: underline thatit'san ]

important partof who they are.

1 Celebrate their [dentity "<

Celebrating who children are and reminding

Support Their Interests o " Help Them Help Others &

Some children seem to know instinctively what ~ Some children love to express themselves
interests them and what they enjoy doing; X B through activities which help others. Perhaps
others can be less decisive about hobbies. (e d your local area’s Facebook group hasa
Spend some time this week sharing their LSRR community project that your family could get
interests and doing something connected to it T T RAS ] involved with - even as a one-off; itdoesn’t
togethar. You could make a short Lego film to RN , have to be a long-term commitment.

. e Depending on your child's age, you could
introduce them to online fundraising (such as
sites like JustGiving, for example) and how it
can make a difference to less fortunate people.

ol 4 ;
57 Enable Ernotional Expression 6 Let Them Stay Conhected ,_j T Coach ‘Safe Sharing'

- Children sometimes need help in articulating The online world is a fantastic space for J As part of expressing themselves, your child
how they're feeling and in beginning to , staying in contact with those whowe can't be may want to share something online that
understand how to manage their emotions. A % / with right now. Young people are often very E\_ i they've created - like a funny video, a sketch, a'
safe, healthy way for your child to explore their '_::-: #= comfortable using social media to express - meme or a dance. If they’re too young to have J
feelings is to let them conduct an activity - like | =, themselves and stay connected by sharing . their own social media, you could use your own

- listening to a story, orcreating someart-and &8s their ideas, thoughts and feelings with friends. account to share it with selected people who

‘ discuss with them afterwards how it made - But bear in mind that most social media you trust, Emphasise the importance of only
them feel. There are lots of stories availableon & platforms require a child tobe atleast 13 &\. sharing content with people that your child
YouTube, while Audible is streaming children’'s e before they should access it (WhatsApp is 16). knows well, like family ond friends. This type of
audiobooks free of charge while schools are B 4 Remind your child that, while it's OK to express { conversation Is also useful for introducing
closed. YouTube also has a plethora of funart h whowe are on social media, they should still young people to the risks ond challenges that
tutorials (if you log in on adult's account, ’ . %B always think before posting - and that their can come when expressing ourselves toa
remember to adjust your settings first to block <& B self-worthis never measured by their number wider online audience of strangers.
inappropriate content and stop potentially p of likes, friends or followers.

= Unsuitable material auto-playing).

N

Meet Qur Expert

Anna Batemanis passionate about placing prevention at the
heart of evory schoal, integrating mental welibeing within the
curriculurn, school culture and systems. Sheis also a member
of thaadvisory group for the Department for Education.
advising them on theirmentol hecith green paper. ;

seemed more relevant than itduuhm
Find outmoreat



For further guides, hints and tips, please visit nationaicollege.com.

" 10Top Tlps for Parents and Educators il

SAEETY ON SOCIAL MEDIA

CUrrently, chlldren are growlng up in un immediute and throwawuy culture when [t comes to content that's consumex
“online. So much material is now deliberately created to be shorter in nature - and may often contain hidden elements su
as advertising, or extreme political and cultural views. With complex algorithms built to keep people on their phones and

_engaging with social media content, it's becoming;

, REDUCE
DOOMSCROLLING

It's concerningly common for young people to spend |
hours 'deomscrolling’: trawling through social media
and aimlessly viewing every post they see, many of
which might moke them feel sad or anxious. Social
media can be usetul for keeping in touch with friends and
family, as well as staying up to date on current events.
However, it's important to use it with a clear purpose,
instead of endlessly scrolling through cantenl which
could lead to young peopl di

harmful material.

TALK ABOUT
THE CONTENT

It's important to keep opproised of the kind of content
that a young person is being exposed to. Discussing what
they're watching online can help you understand why
they're using social media in the first place. Furthermore,
ensure that children are aware of hidden content, such
as advertising of a product - and that they know how to
spot that the creator is being paid to talk about it.

LT y o
5 FIND POSITIVE
ASPECTS 2

Despite all the concerns, there's plenty of wholesome
content on social media. It's worth spending time with
children to help them find something suitable and
enjoyable. Perhaps you'll even discover a joint interest,
and you can enjoy the content alongside the child. As
part of this, you should also point out why certain things
shouldn’t be given attention, explaining why it isn't
suitable and why it's been created in the first place.

4 REDUCE SCREENTIME f@

Young people can sometimes be unaware of the

exact amount of time they spend looking ot sociat
media. Smart phones don't just have the capacity to
monitor screentime; they also record how much time is
spenton each app. Consider setting targets to reduce
this and support children to meet these goals, gradually
reducing the amount of time spent on dilferent apps.

S FILL THENOID

Monitoring and reducing screentime can create

a lot of free time to fill, and young people can even

face withdrawal symptoms when made to step away
from their phones. To mitigate this, consider what offline
activities you could introduce the child to, and what they
would enjoy. This can ensure that young users will
permanently cut down on their screentime, rather than
temporarily doing so while they know it's being
monitored.

Meet Qur Expert

ly difficult to reduce time spent on these platforms.

One way in which social media platforms keep people
coming back is through notifications. The algorithms
behind these opps track people’s daily habits, including
the times of the day where they‘re most likely to engage
with the platform. This data is then used to deliver
specifically timed notifications to draw them back in. To
avoid young users being exposed to this tactic, simply
turn off notifications for the app in their phone's settings.

; LINEIN THE
REAL WORLD

Overexposure to social media can distort someone's
perception of the real world - from body norms

to sccial conventions. This filtered environment can
make it hard for young people to distinguish reality
from online content, which is now becoming even more
ditficult with the rise of Al. To mitigate this concern, take
time to teach young people how to discern truth from
fiction, both on and off social media.

© EE
8 DIGITAL DETOX

Encouraging young people to take a ‘digital

detox’, from even just a couple of the apps that they

use, can resultin an overall reduction of screentime and
less exposure to potentially harmful content.
Alternatively, rather than avoiding the app entirely,
encourage children to take a ‘digital detox’ from content
creators and influencers, and instead, keep in touch with
friends and family - which is generally a far healthier use
of these platforms.

WE il

5 MODEL GOOD
BEHAVIOUR R

Consider the habits that you're demonstrating to your
children. How much time do you spend on your phone?
How much do you ‘deomscroll’? Comparing your own
usage with the child's could put things into perspective
for them - or if it turns out that you're also overusing
social mediag, it can turn screentime reduction into a joint
mission, which you and the child can work on together.

1o BE CLEAR ON
THE “WHY”

Research shows that young people can become
addicted to social media. There are many schools
that are moving towards being ‘phone free’ due to the
negative impacts of using social media and phones
continuously. It's important to explain to young people
why managing screentime is important. Set out the
benefits and ensure they have all the relevant
information, so it's not just seen as a punishment.

John Insley is a senior leader in a Birmingham secondary school and has 3 .

vast experience in leading schools over the past 15 years - including the £ i 4R thlond
development of computing curriculums across primary and secondary i ) Colle s
schools, writing e-safety policies and supporting schools with TR e : ge
computing and e-safety advice.

e ., . - 5
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CHILDREN
YBER CRIME

We all want to continue being informed and inspired by the ever- exporcimg capabilities of the internet. But we also need to be able to
safeguard ourselves against the growing amount of online hazards. Knowing what is fact, understcmdlng what dangers exist and tuklng
hppropriate steps can go a long way towards protecting yourself and your family. National Online Safety has collaborated with the Yorkshil
and Humber Regional Cyber Crime Unitto complle 10 pomters to help you keep your children safe from cyber crime.

1. Spot Phishing Bait |
T —

Phishing messages are untargeted mass emails asking
forsens information (e .g. usernames, passwords,
bank details) or encouraging recipients to visit a fake
website. It's safest to learn the wamning signs of phishing
and increase your child's awareness. Too good to be
true? Spelling or punctuation errors? Odd sense of
urgency? These are all red flags. Don't click on links or
follow demands: if you're unsure, contact the official
company directly online to enquire further.

3. Encourage Strong Passwords

Weak passwords make it faster and easier for
someone to gain access to your online accounts or
get control of your device - giving them a route to
your personal information. For a strong password,
national guidance recommends using three random
words (e.g. bottlegaragepylons). Consider paying for
your child to access a password manager.
Encourage them to have a separate password for
their email account. Ensure the whole family uses

two-factor authentication where possible.

Some cyber attacks can lead to the theft or deletion
of important (and possibly sensitive) data or loss of
files (like photos and videos) that can't be replaced.
Backing up your data to the cloud - or to another
device — will help prevent data loss if you ever
become the victim of a cyber attack. Where possible,
set your child’s devices to back up automatically.
Also encourage them to back up their data prior to
installing any updates.

S. Back up Your Data

Criminals may look to manipulate others online
and coerce them into using their talents or cyber
skills for unethical means. Try to get your child to
be open about who they are talking to online.
Communication tools such as Discord are
popular among gamers - but be cautious of the
other people using them, and ensure you know
who your child is chatting with.

9. Understand Their Motivations

Those being influenced online to use their skills
unethically may display certain key warning signs.
Sudden evidence of new-found wealth (unexplained
new clothes or devices, for example), secrecy around
their online behaviour or boasting of new online
friendships are all causes for concern. If in doubt,
refer through to your regional cyber crime team.

Produced in Partnership with

The Yorkshire & Humber Regional Cyber
Crime Unit (YHRCCU) works with the National
Crime Agency (NCA) and other partners, in
the UK and abroad, to investigate and prevent
the most serious cyber crime offences.

Yorkshire & Humber

REGIONAL CYBER CRIME UNIT

Yy

2. Don't Over-Share

Is your child sharing too much on social media? Do
they post things about their private life, upload
images of your home, or discuss their friendships
and relationships online? Criminals will gather this
information and may try to use it for identity theft
or other offences such as fraud. To combat this,
ensure your child’s privacy settings mean they are
only sharing information with family and close
friends. Use parental controls where appropriate.

4. Stay Updated o

People often put off installing updates to apps or
software because they don't feel it's necessary, it
can be time consuming, or could cause problems
with programmes they rely on. But updates help
protect users from recently discovered
vulnerabilities to malware. You can usually set
them to run automatically - encourage your child
to select this option. Ensure updutes are installed
as soon as possible after you're notified they're
available.

~
6. Be Wary of Public WiFi /"f‘:

Free public WiFi is commonplace = but it's often not
secure and sends unencrypted data via the network.
A hacker on the same network could access personal
data (like financial information) without you even
realising they’d done so. To avoid this, suggest to
your child that they use their 3G or 4G mobile data
when they're out and about, rather than free WiF.
Consider purc husing a VPN (Virtual Private Network)
where possible.

. 8. Recognise Warning Signs \

Often, budding cyber experts will relish the challenge
of testing themselves or earning recognition from
peers for their exploits. Even principled ‘white-hat’
hackers will look to test their skills online. If you think
your child is interested in hacking, try to understand
what their motivation is. You could encourage their
participation in ethical competitions such as bug
bounties.

10. Know the Consequences E—:

Many young people may feel that hacking is
essentially a light-hearted prank, and not
especially serious. So make sure your child is
aware of the implications of a conviction under
the Computer Misuse Act — not only the possibility
of a criminal record, but also lifelong travel
restrictions and damage to their future career or
educational prospects.

S Nahondl
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Sqfety

#WakeUpWednesdau

R S S S




For further guides, hints and tips, please visit nationalcollege.com.

\Nhat Parentsi& Educators Need to Know about

“ 1R

-

BLOX -

Roblox is one of the most popular video games among children. In 2020, the game’s developers claimed that
more than half of the USA’s children had played it. As a ‘sandbox’ title, the game lets players create their own

WHAT ARE
THE RISKS?

ONLINE PLAY RISKS

Because Roblox connects random players
across the world, it can put younger players into
an envir t with Y users who
could use the platform for nefarious recsons. For
example, some role-play games are used for
online dates and mature role pluy. which could
stoi
inthe publtc chat box.

MATURE CONTENT

Content is difficult to moderate throughout
Roblox, due to the of games a

This is particularly ble on Ul

and experiences, but in summary, someoi the
games and experiences offered on the platform
contain age-inoj priate that could
easily be seen by young players.

TEE—

IN-GAME SPENDING “"Q

The majority of games within Roblox have ®
extensive rnonetisution options, usually through

or ictions. Purchases g%
can runge in value from a few pennies up to ":.\'
much larger sums of money. While some gomes
offer alot ol content via purchases, otherscan o,
offer very little for real world money, causing =
younger players to end up out of pocket.

gaming experiences with Roblox Studio to build custom levels, which can then be shared online.

ANONYMOUS PLAYERS /

The anonymity of users can leave players
vulnerable to bullying, harassment, and
predatory behaviour. Without the right parental
controls or monitoring, users can connect with
each other via personal messages or friend
requests, and it is very difficult to know who's
behind a usernome in this vast online world.

N 4 4

Fm_sk OF ADDICTION ~

Roblox games can feature rewarding or ‘,)
satisfying mechanics that keep players \‘,
coming back — or persuade them to stay
logged-in for much longer. Like most games,
they focus on interactivity, with constant

rewards via in-game unlocks and currencies,
which can sometimes lead to an addictive need
to remain online for long periods of time.

| 4 g
SCAMS ~

Many of the games on feature
items, pets, or characters. These objects, while
digital, are worth a lot of real money on certain
online markets. Scammers will attempt to trade
with younger users in the hopes of getting rare
items that can be sold for real money,
manipulating the child into handing them over,
: R T e RO g

MONITOR THE CONTENT T4E Y

While Roblox does implement plenty of moderation tools and parental controls, it's
up to parents and guardians to monitor the types of games a child or impressionable
player is experiencing. If a youngster wants to play Roblox, be sure to check out which
specific games they want to play within it, and get a good idea of their content.

TR W T T
TAKE ADVANTAGE OF TOOLS ag

Use the parental controls within the game itself and teach youngsters

how to report and block other players. Knowing the powers within their

reach will make Robilox a safer, happier experience. You can set age ranges

for who's allowed to contact you, close public chot boxes, block spending, and even
make your Roblox profile completely private. All these options are helpful in cutting
off bad actors from engaging with children.

Meet Our Expert
Dan Lipscombe is a videogome journalist and author of over 20 books on
gaming, including books on Minecraft, Fortnite, Roblox, and more. For 15

years he has been writing about his passion for gaming. When he's not
playing games, he's talking about themn at GAMINGbible.

@wake_up_weds
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' PLAY TOGETHER

Consider playing Roblox with the children in your care. There are few

more effective ways to see how monetisation works, gauge whether the
game could lead to addictive behaviours, or even witness how interaction
between players works, than sitting down and trying the game for yourself.
This should help you figure out whether it's suitable for particular children.

X u 0‘\
TEACH ONLINE BEHAVIOURS

Have an open conversation about the risks of online play and how to spend
money wisely. By being honest ond giving tips on how a younger user can

protect themselves, you can empower them to not only take care of themselves,
but others too. Any user can be reported to Roblox moderators by other players for
behaving inappropriately. With this knowledge, younger players can be aware of
what to look for and help prevent it.
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WHAT ARE
THE RISKS?

ALWAYS ONLINE

' There's no single-player offline mode in

Fortnite: it can only be played online. Internet
access can sometimes be an issue when you're
out and about (both in terms of connectivity and
using up data), so you may find that dedicated
young Fortnite players are often less
enthusiastic about trips oway - such as days
out and holidays - than you mlght expect.

IN-GAME COSTS ‘_3:"

F ite is free to and play, butitdoes

. offer various additional purchases - cosmetic

'skins’, music tracks and LEGO items -~ which
don‘t really impact on gameplay but can costa
significant amount. These items are bought wn‘h
in-game , V=Bucks - dth
completing the Battle Pass (which also costs
V-Bucks) and can also be purchased from the
gome's store for real money.

- d TR b

POP CULTURE L
REFERENCES

Part of Fortnite's appeal is it: nngolng
s with other p
ranging from movies and TV shows like Ft:lr\'lllv,ir
Guy and Avatar: The Last Alrbender to comic
book characters including Batman to other
games such as Street Fighter. This means you
could have asking q jons about the
monster from Alien or Geralt from The Witchera
little sooner than you otherwise might have,

For further guides, hints and tips, please visit nationalcollege.com.
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PARTY CHAT ar

Fortnite is popular with many gamers of various
ages. ‘Crossplay’ lets friends play with each
other, regardless of whether they're on an Xbox,
PlayStation, Nintendo Switch or PC - while the
‘party chat’ feature allows them to talk to each
other during the game. This can, however, put
youngsters at risk of hearing inoppropriate
language from older players in the heat of
virtual combat.

CROSSPLAYAND (o a-lg; )

VIRTUAL VIOLENCE

At its core, there's no avoiding that Fortnite is
about shooting other players to eliminate them
from the contest. That said, there's no blood or
gore. The vicl is rendered in a car ish
style, and there are frequent comical touches to
lighten the mood, such os fishing mini-games
and dancing emotes. Machine guns, shotguns
and other weapons often look and behave
realistically, however, so discretion is advised.

b N . v 4

L.

FREQUENT UPDATES  _.*

- ¥

The gome’s developers release content in
‘seasons’ that usually run for around ten weeks.
Each fresh update sees items added to the
in-game store, changes to the envi w's
map and a different over-arching theme (such
as ‘medieval’, ‘pirates’ or ‘party’). These regular
renewals help to hold players’ interest — but also
give young gamers plenty of reasons to keep
coming back.

Advice for Parents & Educators <

S

MATCH GAMING TIMES 5

,’

Younger players tend to play Fortnite with

N

SET SPENDING LIMITS

Fortnite’s rotating store is a not-so-subtle

USE UPDATES AS REWARDS (3

Fortnite's seasonal updates are free, but each also

their friends. With that in mind, it could be 4 mechanism for coaxing players into buying sought-after . brings the option of a ‘battle pass’, unlocking exclusive
worth speaking to the parents ond carers of o items before they disoppear for wecks or months. This rewards for playing the gome and completing set
child’s social group and coordinating their gaming could lead to surprise transactions on bank cards it challenges. The passes cost around £8 and are also
around certain times of day. Safety in numbers is children are tempted into an impulse purchase. Parents available as part of larger bundies. The purchase of
' obviously a factor here, but it will also help children teel could consider getting o prepaid card for the child or passes can be on elfective reward to young Fortnite fans
that they're getting adequate opportunities to socialise ensuring that purchases require adult autharisation. This for good behaviour or acodemic perlormance, or as an
with their friends online. can be done through parental settings on a console or incentive for completing chores like tidying their room.
account settings in the Epic Games app on PC.

ha » 4 S
BE WARY OF SCAMS ENJOY FORTNITE TOGETHER

The immense popularity of Fortnite with younger audiences - that are generally Fortnite also offers split-screen gameplay, meaning that two people can play

mare trusting - means there's no shortage of scammers looking to fraudulently obtain simultaneously on the same console or computer. This can be a good option for
passwords and other personal data through techniques like phishing. As the developers siblings or for when a child’s friends visit, but it also offers an opportunity for

peint out on many of Fortnite’s loading screens, they never ask for a player's account parents and carers to do something fun with their child, while also making sure they're
password outside of the game: make sure any young player knows this. playing the game safely. Who knows? You might even teach them a thing or two!

21 . ' \
Meet Qur Expert . @ The

Lioyd Coombes is Editor in Chief of goming and esports site GGRecon and .

has worked in the gaming media for around four years. A long-time \ . ; th'on CII
gamer, he is also a parent and therefore a keen advocate of online safety. f . g CO"E ea
Writing mainly about tech and fitness, his articles have been published » S

on influential sites including IGN and TechRadar,
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For further guides, hints and tips, please visit nationalcollege.com.

AP STREAK
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Snapchat is a messaging app which allows users to send images, videos and texts to
others. Its best-known feature is that anything sent ‘disappears’ 24 hours after it's been
viewed; however, users are known to take screenshots or use another device to obtaina
photo of their screen. In 2023, Snapchat added a chatbot function called ‘My Al'. \

WHAT ARE .
THE RISKS?
!

ARTIFICIAL INTELLIGENCE

My Alis Snapchat’s new chatbot, which replies to
questions in a human-like manner. However, the
software is still in its infancy and has significant
drawbacks, such as biased, incorrect or misleading
responses. There have already been numerous reports
of young users turning to Al for medical help and
diagnoses, which could be inaccurate and therefore
potentially dangerous.

PREDATORS AND SCAMS

Predators can exploit Snapchat's disappearing
messages by, for example, telling a user they have
naked photos of them and will post them unless
they're paid. Snopchat's own research found that 65%
of teenagers had experienced this - on this app or
others. This likely isn't helped by ‘SnapMaps’' - a
feature which highlights your exoct positionin
real-time. This is meant to help friends keep track of
each other, but could be used for more sinister
reasons.

MY EYES ONLY

Snapchat has a hidden photo vault called

‘My Eyes Only". Teens can conceal sensitive photos
and videos from parents and carers in this folder,
which is protected by a PIN. You can check for this by
clicking on the icon which looks like two playing cards.
This takes you to the ‘Memories' folder which stores
photos, stories and the My Eyes Only folder.

SCREEN TIME ADDICTION 75§

Snapchat prioritises user engagement, with features
like streaks (messaging the same person every day to
build up a high score). The app also has sections
called ‘Discover’ and 'Spotlight’, which show tailored
content to each user. However, this could also be seen
as an attempt to hook users into watching videos
endlessly. Furthermore, constant notifications can lure
people into using the app.

INAPPROPRIATE CONTENT ‘

Some content on Snopchat simply isn't suitable

for children. The hashtags used to group content

are determined by the poster, so even an innocent
search term could still yield age-inappropriate results.
The app’s ‘disappearing messages' feature also
makes it easy for young people to share explicit
images on impulse - so sexting continues to be arisk
associated with Snapchat.

/ s | |
ONLINE PRESSURES

Although many of Snapchat’s filters are designed

to entertain or amuse, the ‘beautify’ effects on

photos can set unrealistic body image expectations -
creating teelings of inadequacy in younger users.
snapchat now alse has ‘priority’ notifications (which
still get displayed even if a device is in ‘do not disturb’
mode), increasing the pressure on users to log back in
and interact.

1o\

Adwce For Parents & Educators

UTILISE PARENTAL CONTROLS

Snapchat’s ‘Family Centre’ lets you view the details of the child's account -

their triends list and who they've spoken to in the last week — and reportany
concerns. You must invite a child to the Family Centre for them to join. To keep the
child’s location hidden on the app, go into settings and turn on ‘Ghost Mode' and
‘Hide Live Location’, and ensure they know not to share their location with anyone.

- GMNE T . WAL PEAOE RE .

BLOCK AND REPORT '

If a stranger does connect with a child on Snapchat and begins to mnltc

them feel uncomfortable through y to send

images or by sending sexual images to thorn. the child can tap the three dots
on that person's profile and report or block them. There are options to state why
they're reporting that user — such as ying or malici m ges, spam or
masquerading as someone else.

Meet Our Expert

Dr Claire Sutherland is an enline safety consultant, educator and
researcher who has developed and implemented anti-bullying and cyber
safety policies for schools. She has written various academic papers and
carried out research for the Australian government comparing internet

F..,_a BN T e Y

Betore you allow a child to download pchat, d I it yourself
and familiarise yourself with the app. Snopchat has produced o
parents’ guide to the app to help you understand how it works and
any protections they have in place. A link for this can be found in the

' FAMILIARISE YOURSELF @
.1 y

sources below. A

ENCOURAGE OPEN DISCUSSIONS 9%

Snapchat's risks can be easier to handle if you nurture an open dialogue.
For example, di My Al's resp to questions and how reliable they are.
Talk about scams and blackmail before letting children sign up. If they're lured into
a scam, encourage them to tell you immediately. Talk openly and non-judg itally
about sexting, emphasising its inherent risks. Furthermore, explain how popular
‘challenges’ on the platform can have harmiul consequences.

N

Ke The

National
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use and sexting behaviour of young people in the UK, USA and Australia. LA

Source: See full reference list on guide page at: https://nationalcollege.com/guides/snapchat-2021

X @wake_up_weds [ /wuw.thenationalcollege @wake.upwednesday o @wake.upweds




For further guides, hints and tips, please visit nationalcollege.com.

What Parents & Educators Need to Know about

TIKTO

Adults tend to associate online videos with YouTube - but among teens, TikTok is king. The app provides
a stream of short clips tailored to users’ interests, based on what they‘ve already watched. Around half of
British children use TikTok, and while much of the content is benign, Ofcom considers it the app where

AGE-INAPPROPRIATE ~Ey
CONTENT SRy

While TikTok's Following feed only displays
videos from familiar creators, For Youisa
collection based on a user’s previously watched
clips. Most of these videos will probably be
innﬂnnllue. but the app could potentially show
itable. If child then

with this conte nt, more like it will follow. TikTok's
guidelines prohibit the sharing of illegal or

* inappropriate content, but the huge number of
uploads means that a small amount inevitably
slips through.

BODY IMAGE AND
DANGEROUS CHALLENGES

— -
According to Ofcom, most online harms
for mns are I:t:u:lyr image niuhld for girls

(p Ith g, body shaming

urld so on) and dungstous ltunu for boys. Both
are prevalent on TikTok. One extreme example of

the latter was the ‘blackout’ trend, which
encouraged users to hold their breath until they
passed out from a lack of oxygen. This led to two E

families filing lawsuits against TikTok over the
tragic deaths of their :hlluun
~ - w

IN-APP SPENDING Q’a

TikTok is free, but users have the opdun to buy a
TikTok coins, which can be used to purchase

gifts for content creators. Coin bundies range

from £9.99 to an eye-watering £99; while that

may not sound appealing, the app still

generated £7.9 billion in user spending in 2023,
TikTok's policy is that under-18s can't make

in-app purchases, but it's possible to bypass

this with o fake birth date.

youngsters “were most likely to encounter a potential harm™.

CONTACT WITH
STRANGERS s

With more than 1.5 billion users globally, the
potential for contact from strangers on TikTok is
high - especially as accounts created by
over-16s (or young people using o fake date of
birth) ore set to public by defoult. This means
that not only is someone’s profile visible to
everyone else on the app, it also suggests their
videos to others and enables anyone to
download or comment on them.

+

( -— V 4
MISINFORMATION AND
RADICALISATION /

Although the short videos on TikTok tend

to be more frivolous than the longer ones on
YouTube, clips can still influence impressionable
minds in a negative way. Not only is there plenty
of dangerous misinformation on TikTok, but
Ofcom reports that nearly a third of 12 to
15-year-olds use TikTok as a news source - so
you should be wary of misogynistic, racist or
conspiracy-themed material shaping how they
see the world.

ADDICTIVE DESIGN

With its constant stream of eye-catching
videos, TikTok can be toyoung b

In 2024, UK children spent an average of 127
minutes per day on the app: that's twice as
much as in 2020, Excessive use can interfere
with young people’s sleep patterns — often
leading to irritability - and distract them from
other, healthier activities. The instantly
skippable nature of bite-size videos may also
impact children’s ability to maintain focus.

LN

e

ENABLE FAMILY PAIRING

Family Pairing allows parents to link their TikTok account to their child's, -

and control settings remotely. Parents can then turn on Restricted Mode

(reducing the chances of a child seeing inappropriate content), set screen-time limits,
make accounts private and manage whether their child can send messages - and if
they can, to whom. Children can't alter these settings without parental approval.

DISCUSS THE DANGERS

If a child wants to use TikTok and you're happy for them to do so, it's good practice

to discuss the potential risks. Ensure that they don‘t share any identifying personal
information, and that they know to talk to a trusted aduit if they're worried by
interactions on the app. With more teens using TikTok for news, it's also worth talking
about misinfermation and propaganda, and how to identify it.

o
Meet Our Expert o~ 7
r=a =
Alan Martin is an experienced technology journalist who _— =

has written for the likes of Wired, TechRadar, Tom's Guide, ?
The Evening Standard and The New Statesman. e

1
ource: Seeilull reference list on guide page at: https://nationalcollege.com/guides/tiktok-2025
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BLOCK IN-APP SPE NDI NG

It a child is using an iPhone or Android device to access TikTok, you

can alter their settings to prevent them from making in-app purchases.
We'd recommend enabling this feature, as it can be quite easy for a young
person to spend a significant amount of real money buying TikTok coins to
unlock mare features of the app — sometimes without even realising.

READ THE SIGNS

Il you're concerned that a child is spending too much time on TikTok, or that

they've been emotionally affected by something they've seen, it's important to

know how to spot the signs. Increased irritability and a lack of concentration are
potential red flags, os is failing to complete homework or skipping meals. Remember,
the parental controls are there for a reason, and it’s never too late to introduce limits.
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For further guides, hints and tips, please visit nationaicollege.com.

WhatsApp is a free messaging service owned by Meta which allows users to send text and voice

WHAT ARE
THE RISKS?

[

EVOLVING SCAMS

WhatsApp's popularity makes it a lucrative

hunting ground for scammers. Recent examples

include posing as the target’s child, requesting
a money transfer because of a spurious

[| ‘emergency’ and even cons where fraudsters
trigger a verification message by attempting to
log in to your account, then, posing as
WhatsApp, call or text to ask you to repeat the
code back to them, giving them access to your
private messages and personal information.

CHANNELS 4

Channels let users follow interests without
sharing their phone numbers or sending direct
messages, allowing only votes on polls and
reacting to posts with emojis. However,
fraudulent channels can impersonate
legitimate organizations, tricking people into
snanng personal data and even spmudmg
ion or hate speech. A
WhatsApp may collect details about lollowed
channels and sell this information to third
parties, raising data privacy concerns.

FAKE NEWS

WhatsApp's connectivity and ease of
use allows news to be shared rapidly - whether
it s true or not. To combat the spread of

ges forwarded more
than five times on the app now display a
“Forwarded many times" label and a double
arrow icon. This makes users aware that the
message they've just received is far from on
original - and might not be entirely factual,

| either.

\

messages, make video calls, share multimedia — such as images, videos, documents and polls -

and have group chats. WhatsApp messages are encrypted, meaning only you and the recipient

can view what is sent. While this privacy may sound attractive on paper, this app unfortunately
comes with several risks that must be considered - especially for younger users.

Another new feature named ‘Chat Lock’ allows
users to store certain messages orchatsina
separate ‘locked chats® folder, saved behind a
passcode, fingerprint or face ID authentication,
While this usually functions as intended, it can
potentially be exploited by younger users to hide
conversions and content that they suspect their
parents wouldn’t approve of - such as the
sharing of age-inappropriate material.

DISAPPEARING ?
MESSAGES .

Disappearing messages are useful for sharing
personal or sensitive information, but young
people may have a false sense of privacy
regarding the content they share. These
messages disappear alter anywhere from 24
hours to 90 days - depending on the user’s
preference - or can even be set to be viewed one
time only. However, the recipient can ‘keep’ the
message by bookmarking or screenshotting it,
making them not as private as they may first
appear.

y: = &
VISIBLE LOCATION

WhatsApp's ‘live location’ feature lets users
share their current whereabouts, which can be
helptul for friends meeting up or parents
checking that their child's safely on the way
home, for example. However, children are able
to share their location with anyone in their
contacts list or a mutual group - potentially
letting strangers identity their live location.

Advlce for Pahents & Educators <

EMPHASISE CAUTION

Encourage children to treat unexpected messages with caution. Get them to

[ 4

consider, for example, whether it sounds like something a friend or relative would
really send them. Make sure they know never to share perscnal details over
WhatsApp, and to be wary of clicking on any links in messages. Setting up two-step
verification adds a further layer of protection to their WhatsApp account.

ADJUST THE SETTINGS

It’s wise to change a child’s WhatsApp settings to specify which of their

contacts can add them to group chats without needing approval. To do this,

go to Privacy, then Groups. You can give permission to My Contacts or

My Contacts Except _. . Additionally, if the child needs to use Live Location, emphasise
that they should enable this function for only as long as they need - and then turn it off.

Y
Meet Our Expert

VA AN

Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying and cyber
safety policies for schools. She has written various academic papers and

carried out research for the Australian Government comparing internet
use and sexting behaviour of young people in the UK, USA and Australia.

raference list on guide page at:https://naticnalcollege.com/guides/whatsapp-2025
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ﬂl TH!NK BEFORE SHARING

2] Help children understand why it's important to stop and think before posting or

forwarding something on WhatsApp. It's easy — and all too common - for content sent 1o
one user to then be shared more widely, and even publicly on social media. Encourage
them to consider how an ill-judged message might damage their reputation or upseta
friend who sent something to them in confidence. Real-life friendships are far more
important than likes, after all.

CHAT ABOUT PRINACY

Have a conversation with youngsters about how they're using WhatsApp,
emphasising that it’s for their own safety. If you spot a ‘Locked Chats’ folder, you
might want to talk about the sort of messages that are in there, who they're with and
why a child might want to hide them. Also, if a young user has sent any ‘view once’
content, discuss their reasons for using this fecture.
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What Péreht'él & éarers Néed to Know about >

FACEBOOK “¢»

With 2.9 billion users, Facebook, owned by the recently rebranded Meta, is the world’s most popular
social media platform. It encourages interaction with other people by (among other things)
adding them as friends, reacting to or commenting on their content, sharing images and
videos, posting status updates, joining groups and playing games. Facebook is free,
and anyone over 13 can join — but with no age verification, younger children can
easily create an account: it's likely your child is already familiar with the

platform, even if they don’t yet use it themselves.

T ARE
Y Rieks?

ol b=

ADDICTIVE NATURE

Facebook's quick reward cycle of likes and
comments on shared posts can be hugely
addictive. It encourages users to keep
returning to post things and increases
FOMO (tgc Fear Of Missing Out), which
leads to people checking the app even
more frequentlr and finding themselves
endlessly scrolling through content.

[ CYBERBULLYING

A 2021 Ofcom report found that around one in
four UK 12-15-year-olds had been cyberbullied
or trolled (intentionally antagenised online). On
Facebook, this can hupEen through private
messages (on Facebook Messenger); hurtful
comments on their profiles and posts; pages or
groups set up purposely to torment a victim; or
exclusion from pages or groups.

B
FUTURE IMPACT

Like most social media platforms,

anything posted on Facebook leaves a
ermanent ‘digital footprint’. This can have
uture consequences for young people:

many universities and employers, for

example, now review someone’'s Facebook

timeline during the application process.

CONTACT FROM STRANGERS

Just like in the offline world, there are people
on Facebook with malicious intentions. Ofcom
reports, for instance, that 30% of
12-15-year-olds have received a friend request
from a stranger. This, sadly, can include
individuals seeking to take advantage of

impressionable youngsters.

B

OVERSHARING

Facebook encoumqas you to post “what’s on
your mind”, but children should be wary of
revealing too much about themselves online.
Users can give awmﬁ their location by checking
in or using Facebook Live, for example, while
some photos can also be traced using file data.

INAPPROPRIATE CONTENT

Facebook monitors and removes material

like hate speech or extreme political views,

while adverts on the platform are now

forbidden from targeting under-18s based

on their interests. Offensive content isn't

always taken down instantly, however, so

there’s still a risk of children encountering it.
1)

VIDEOS AND STREAMING  LIVE

Facebook Live lets users stream video live

to their friends or watch others’ broadcasts.
Viewers can comment in real time, which is
problematic to moderate. Short, user-created
clips called Reels can now also be displayed
on profiles and feeds. These video features
could contain unsuitable material or allow
children to be cajoled into doing something
on camera that they wouldn’t normally do.

for Parents & Carers <
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KEEP ACCOUNTS liQNATE ") (ENCOURAGE SAFE FRIENDING r'

In the settings areq, you can choose whether Facebook can help your child to stay

a Facebook profile is public or private. By far connected with the people and the things

the safest option is to switch your child’s to that they care about. However, it's important

private, so tﬂey can only interact with people for them to understand that they should only

accept friend requests from people who they

know. The key ?ueslions to consider are “has
our child met them in person?” and “do they
now and trust them enough to feel comfortable

\Eccepting them as a Facebook friend?”

who they are friends with on the platform.
Facebook’s settings can also prevent your
child’s personal information (such as
contact details, school name or date of

LEAD BY EXAMPLE

Let your child watch you using Facebook - this
will demonstrate how it can be used safely and
appropriately, reducing the risk of them
encountering harmful content themselves. Teach
them the hcgit of thinking before sharing
anything online and try to follow the same rules
that you set for them - so if you agree time limits
on your child's Facebook use, then you should

birth) from appearing publicly. >

b

('RESPECT BOUNDARIES

Once you've talked about Facebook safety

with your child, give them some space and =
trust them to make smart choices. Make it clear,
however, thul#ou're always open to discussing
social media if they need to. In the ourlly stages,
you could eccasionally review your child's social
media activity with them to put your mind at rest

St N
SAVVY SHARING

Make sure your child realises that what they
share online with friends can end up being
shared uauin by others. It's important that
they think about what they share online and
who they share it with. Facebook’s ‘Audience
Selector’ gives users the option to filter who
sees what they are sharing, whenever a
status is updated, photos are uploaded or
anything is posted.

stick to them, too.

i
BLOCK AND REPORT

On Facebook, you're able to report

harmful content and block particular people
or groups so they can’t contact your child or
view their profile. Before they start spendin
serious time on the platform, show your child
how these features work and explain why
thely might need to be used. Facebook's

Bul Ting Prevention Hub offers advice on
dealing with harassment on the platform.

- but take care not to become reliant on

i \checking it every night.
eet Our Expert \

ex Wrightis a former Facebook employee and social media
pertwith more than 15 years® experience in digital media.
has worked with some of the biggest organisations on the
anet and has a vast understanding of how social media
atforms work and how they engage their audience.
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What Parents & Carers Need to Know aBout

FACEBOOK MESSENGER

Facebook Messenger is a communication app through which
users can exchange messages and send photos, stickers, and
video and audio files. Messenger allows both one-to-one and

group chats, has a stories feature and - via its la

‘addition

Rooms — can host a video call with up to 50 people. As of 202,

the app had 35 million users in the UK alone (mor
the population!) among its 1.3 billion:
Whereas Messenger is integrated intg
desktops and laptops, it has existed as
for mobile device

F 4
/ /fﬁ
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ADDICTIVE NATURE 00
essenger's numerous features can :

encourage children to spend more time on

he app - and therefore on their phone, ! ’!
increasing their levels of screen time. It also

nvokes FOMO (the Fear of Missing out),

especially among older children, who will

almost certainly have a high proportion of

their friends communicating via the app.

LIVE STREAMING

he new Rooms feature lets Messenger users

old video calls with up to 50 people. A zoun
person can join any room they see, but the other
people in these rooms don’t even necessarily

eed to be Facebook account holders. This live
streaming development heightens risk factors
around privacy, security and the possibility of
exposure to inappropriate content.

E . 1
REQUESTS FROM STRANGERS

f the Facebook profile which accompanies

heir Messenger app is set to public, there’'s
n possibility that young people will receive
essage requests from individuals they
don’t know. There have previously been
eports of grooming attempts on Facebook,

ith predators using fake profiles to
engage children in conversation.

\ preceding year.

s (_26\\\

If the app is given access to their device's
photo library or location services, youn
people can unintentionally share sensitive

number or current whereabouts) with people

@ﬁ information (private photos, videos, their
o

% on Messenger who they don’t know. Even

among friends, shared photos or videos don’t
always stay private: the recipient(s) could
save and re-share them with others.
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CYBERBULLYING

Like many communication upfs. Messenger
can be an avenue for cyberbullies or trolls to
target children. This might take the form of
harassment, abusive messages or bein
purposely excluded from (or targeted in

group chats. A 2021 Qfcom report revealed that
more than half (55%) of 12-15-year-olds had
suffered such negative experiences online in the

0

SECRET CONVERSATIONS

The Secret Conversations function lets
Messenger users have encrypted exchanges
that no-one else can read. Unlike regular chats
on the app, these can only be viewed on the

device being used at the time. Messages can
also be set to delete once read (although
screenshots can be taken), so a child could
chat privately with someone without any record
of that conversation having taken place.

3 9 Advice
REPORT INAPPROPRIATE BEHAVIOUR

If your child experiences anything negative
on Messenger, you can help them report it.
Facebook can then take action such as
disabling the offender’s account, limiting

their ability to send messages or blockin

them from contacting your child again. |

your child doesn’t want to display to others

that they're online, they can switch off

Active Status in the app's settings.

NN NN N
DISCUSS LINE STREAMING

Talk with your child about safe and secure
video callmg, When setting up calls on
Mcssonqcr ooms, only invite people who

your child knows and trusts. Show them how

to lock a room if they don’t want other people
joining = and how to remove anyone they don't
want on the call. Remind them about behaving
responsibly during a live stream, even if it's with
people they know.

USE ADDITIONAL SECURITY

IMessenger's App Lock feature uses
our child’s ﬁnge;prlnr. or face ID to
ensure that nobody else can access
heir messages without permission.
essen?er has also added a variety of
optional tools to increase young people's
afety on the uplp. including two-factor
authentication, login alerts and filtered
essage requests.

REVIEW THE CHAT LIST

ISome parents regularly check their
hildren's Messenger conversations (to see
ho they're talking to, rather than what
hey're talking about). While this is certainly
safe, it can seem intrusive. If approached in
a sensible, collaborative way, however, it can
elp parents and carers to keep an eye on
exactly who their child is communicating with.

eet Our Expert

ox Wright is a former Facebook employee and social media
pertwith more than 15 years® experience in digital media.
has worked with some of the biggest organisations on the
netand has avast understanding of how social media
atforms work and how they engage their audience.
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ADJUST PRIVACY SETTINGS

Make your child’s Messenger stories visible only
to their friends. Avoid adding your child’s phone
number (so they can‘t be found b!{] someone
using their number to search for t em), and not
syncing contacts lets Your child choose who to
add (or not) individually. Via Settings, you can
control who appears in your child's chat list, who
goes into the messugp request folder and who
can’t contact your child at all.
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Ensure your child knows to send pictures and
videos only to family and trusted friends, and not
to publicly share images which compromise their
location (showing a landmark near home or
clothing with identifiable logos, like a school or
local club crest). Encourage them to pause before
sharing anything - if there's a chance it could
harm their reputation (or someone else's), don't
send it.

-

§ Nationa
NOS/ Online

*/ Safety’
#WakeUpWednesda

(0) @nationalonlinesafet




For further guida:. hints and tlps.r‘ visit nationalcoll

Instagram is a highly popular social media platform with over 2 billion active monthly users. The
app is continuously updating and adding new features to meet the wishes of its audience,
allowing them to upload images and videos to their Instagram feed, create interactive ‘stories’,
go live, exchange private messages or explore and follow other accounts that catch their eye.
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Many social media platforms, Instagram L
included, are designed to keep us engaged

on them for as long as possible. They encourage
scrolling often and scrolling more in case we
miss something important - in essence, a fear
of missing out. On ), young people can
lose track of time when aimlessly scrolling and
watchlng videcs posled by friends,

rs and possibl

ces, |

strungau.
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UNREALISTIC IDEALS

Children sometimes compare themselves

to what they see online: how they look,

how they dress, and the way their life is going in
comparison to others on secial media. However,
most people only share the positives about their
lives online and many use filters when sharing
pictures of themselves. A constant comparison
with unrealistic ideals can lead to insecurity
over one’s own appearance and lifestyle.

GOING LIVE

Livestreaming on Instagram allows users to
connect with friends and fellowers in real time,
Risks ir if the it is public, b
that means anyone can watch the broadcast,
which could result in further contact from
strangers. Additional dangers of going live
include an impulse to act inappropriately to
draw more viewers, as well as being exposed to
! harmiul or lar
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Social media infit sare s paid
thousands ol pounds to promote products,
services, apps and more. When celebrities or
influencers post such content, it often says ‘paid
partnership’ above the post. In April 2024,
Ofcom found that overa quurte: of children
(27°%) beli ininf

accepting their endorsement of products
wholeheartedly. So it's perfectly possible for
young people to be taken in by this kind of
content.

PRODUCT TAGGING

Product tags allow users to tag a product or
business in their post. This tag will take viewers
directly to the product detail page on the shop
where the item can be purchased. Children may
also be encouraged by influencers to purchase
products that they advertise.

RN aillt:

EXCLUSION & OSTRACISM
Youngsters are highly sensitive to feeling ¢ ﬂ
excluded, which comes in many forms: not 29
receiving as many ‘likes’ as expected; not

being tagged in a friend’s photo; being

unfriended; not receiving a comment on their

post or a reply to a message they sent. Being
excluded online hurts just as much as offline.
Young people have reported lower moods and
self-esteern when excluded in this way, feeling

as if they don‘t belong ond aren‘t valued.
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AVOID GOING PUBLIC

If @ young user wants to share their clothing style, make
up or similar and use product tagging to show off the
items in their post, they may be tempted to change their
settings to public. This leaves their profile visible to
everyone, which carries the risk of strangers getting in
touch with them. Set a child’s account to private and

explain the importance of keeping it this way.

HAVE AN OPEN DIALOGUE

Talk to children uboul tho positives and nogutiws

of social medi g the risks involved and how
they can view or create content safely with family and
friends. Explain how safety settings will ensure only
followers can view them, and why this is so important.
Also, if you find a child continuously uses filters on their

‘v}" -
€0 ) MANAGE LIKE COUNTS

Due to the potential impact on mental wellbeing,
Instagram allows users to hide the total likes on their
posts, to prevent people from obsessing over that
number in the corner. Users can hide like counts on all
the posts in their feed os well as on their own posts. This
means others can't see how many likes a person gets.

photos, ask them why and impress on them that they
don‘tneed it.
Pl

FOLLOW INFLUENCERS ‘g

Following influencers will allow you to monitor

what they're sharing as well as being able to

discuss anything which you deem inappropriate.

Talk to children about who they follow and help them
to develop critical thinking skills about what the
influencer is trying to do. For example, encourage the
child to ask themselves if an influencer is trying to sell
them a product when they make a video endorsing it.

USE MODERATORS

gram Live has impl da hanic call
Moderators, meaning that creators can assigna
moderator and give them the power to report
cor , remove vis andr the ability for
certain viewers to comment at all. Consider this if a child
in your care wants to go live on the platform. It's also

ded to keep devices in so

‘jl'ﬂl.l'l'. aware if a child does go live or watch a livestream,
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Dr. Claire Sutherland is an online safety consultant at BCyberAware. She has
developed and implemented anti-bullying and cyber safety workshops and
policies for schools in Australia and the UK. Claire has written various academic
papers and carried out research for the Australion government comparing
internet use and sexting behaviours of young people in the UK, USA and Australia.
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This can be done by going into Settings » Notifications >

Posts » Likes » Off. ; s
BALANCE YOURTIME & | ©

Instagram has a built-in activity dashboard that lets
you control how much time is spent on the app. Make
sure children sign in to the platform with the correct
age, as Instagram's ‘Teen Accounts’ afford much more
control for parents and carers over how long they can
use the app each day. Talk with young users about how
much time they spend on gram and work
to set a healthy time limit.
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